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i, T MANUAL OF SECURITY
o P POLICIES AND PROCEDURES

Chapter 8 - Foreign Trave
801 Travel Security

The Office of Security shdl interpret and monitor compliance with security-related policies,
dandards, criteria, and ingructions incorporated in the Depatment of Commerce Trave
Handbook, and shall approve requests for exceptions to security requirements related to foreign
travel. Each operating unit's Foreign Travel Coordinator is responsble for assuring that al of the
Department of Commerce Travel Handbook security requirements are met.

802 Conduct and Reporting Requirements

A. Travders on offica foreign travd will be subject to the rules, regulations, and guiddines
established by the Embassy or Foreign Service post in the country they are vigting.

B. All employees are required to report to her security contact any and al unusud or suspicious
contects they have with individuds from foreign countries. Specificdly, any contact with a foreign
nationd either within or outside the scope of officia activities must be reported when:

1. lllegd or unauthorized access to classified or sengtive information is sought; or

2. The employee is concerned he or she may be the target of an actud attempted exploitation
by aforeign entity.

C. Prior to departure, departmental employees with SCI access traveling to a foreign country must
report the trip to ther operaing unit's security contact or servicing security officer who will
contact the Counterintelligence Program Manager in the Office of Security headquarters, even if
the trip is being made ouside the context of officid travel. Persons granted access to SCI incur a
gpecid obligation, and with the exception of officid travel, are discouraged from traveing to
countries that pose a threat to SCl-indoctrinated personnd from intdligence services, terrorist or
narcotics groups, or indigenous groups active in promoting insurgency, war, or civil disturbance,
or other acts of aggression.

803 Briefing and Debriefing

Travel briefings are required on an annud bass for employees traveling to locations abroad and
may be provided by the sarvicing security officer. A written travel briefing is avalable from the
Office of Security. Debriefings are required for foreign travel of 90 days or more.
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